BreachProtection™ Breach Prevention
Resources

Data breaches are a prevalent phenomenon in the
US. In 2010 the Identity Theft Resource Center
recorded breaches leading to more than 16 million
exposures. With 46 state-breach notification
regulations, as well as the passage of the first federal
level breach notification law, these breach events
can no longer be kept confidential, emphasizing the
importance of preventing the event in the first place.
Hiscox offers more than just an insurance policy.

We make available to our policyholders breach
prevention services through our partnership with
BreachProtection.™ BreachProtection provides risk
management policies, procedures, training, and
other tools to help your company prevent a breach of
confidential data.
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BreachProtection™ Breach Prevention Resources

Immediate value

BreachProtection™ provides comprehensive risk management
tools through breachprotection.com and specialists to help
answer your questions. Hiscox offers BreachProtection’s services
to qualified US Technology and Privacy insurance policyholders.*

BreachProtection services

The risk management policies, procedures, training and other
tools available through BreachProtection include:

Online compliance materials

Federal and state compliance materials regarding data security,
data breaches, and data privacy, including:

® summaries of federal and state laws

¢ links to statutes and regulations

e sample policies and procedures

e continuing updates and electronic notification of changes
to the online materials.

Email updates

Periodic newsletters provide information on changes in federal

and state laws regarding data security, data breach, and data

privacy issues. Additional emails provide notice of matters

requiring immediate attention.

Online support

Receive support from privacy/security specialists regarding:

e healthcare, HIPAA and HITECH compliance issues

e data breach prevention issues

e data security best practices

e computer forensic issues.

Procedures and sample forms
¢ Risk assessment procedures

e Guidance to improve safeguards (administrative/physical/
technical)

e Procedures for responding to a data breach
e Customizing an Incident Response Plan
e Pre-publication checklists

Workforce training

e Online training programs

e Employee training bulletins

e Periodic webinars

Data breach response

¢ Breach notification law summaries

e HIPAA/HITECH security breach guidance

e Links to your data breach response provider
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www.hiscoxusa.com/broker

Contact information

Clients interested in obtaining more information should contact
their insurance broker. Insurance brokers are welcome to contact
our Hiscox Team.

National Underwriting Leader
Matt Donovan

Atlanta

T 404 410 2813

E matt.donovan@hiscox.com

To find your regional contact please see one of the following
for your regional office list:

Carl Bach - Regional Executive, Northeast Region

Bob Gadaleta - Regional Executive, Southeast Region

Chris Leisz - Regional Executive, Midwest Region

Brett Sadoff - Head of Field, Regional Executive, Northwest Region
Rob Cruz - Regional Executive, Southwest Region

About Hiscox in the US

Hiscox, the international specialist insurer, is headquartered in Bermuda and listed on the London
Stock Exchange (LSE:HSX). There are three main underwriting parts of the Group - Hiscox London
Market, Hiscox UK and Europe and Hiscox International. Hiscox International includes operations
in Bermuda, Guernsey and the USA. Hiscox Syndicates Ltd is authorized by the Prudential
Regulation Authority and regulated by the Financial Conduct Authority and Prudential Regulation
Authority. The ability of syndicates at Lloyd’s to do business in the USA, and its territories, is
restricted as they are not US-based insurers. Hiscox Underwriting Ltd and Hiscox ASM Limited are
authorized and regulated by the Financial Conduct Authority.

Hiscox Inc., a Delaware corporation headquartered in New York, d/b/a Hiscox Insurance Agency
in CA, is a licensed insurance intermediary for admitted and surplus lines business. Hiscox Inc.
underwrites on behalf of, and places business with, Hiscox Insurance Company Inc., other
domestic insurers, and syndicates at Lloyd’s (www.lloyds.com). Hiscox Insurance Company Inc.
(NAIC Number 10200) is a Chicago, IL domiciled insurer, which is admitted or licensed to do
business in all 50 states and the District of Columbia.

Inquiries as to insurance or other products or services should be directed to an insurance agent
or broker licensed to conduct business in the relevant US state. For further information about an
insurer’s ability to do business in the USA and US territories please contact a licensed agent or
broker for advice.

This communication provides general information on Hiscox’s products and services only and is
not intended to be, and does not constitute, a solicitation of business by syndicates at Lloyd’s
from or in respect of the USA or US territories. Coverages are subject to underwriting and may not
be available in all states. The information contained herein is not a part of an insurance policy, and
may not be used to modify any insurance policy that might be issued. In the event the actual policy
forms are inconsistent with any information provided herein, the language of the policy forms shall
govern.

*BreachProtection is solely responsible for all content and advice provided on breachprotection.com.
The information provided through breachprotection.com does not constitute legal advice. Please
consult your attorney or other professional advisor to discuss your specific situation and obtain the
appropriate legal or other expert advice.
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